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Disclaimer

Access to the data presented was 

managed by Statistics New Zealand 

under strict micro-data access 

protocols and in accordance with the 

security and confidentiality provisions of 

the Statistic Act 1975. The findings are 

not Official Statistics. The opinions, 

findings, recommendations, and 

conclusions expressed are those of the 

researcher, not Statistics NZ.
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Outline

Integrated Data Infrastructure (IDI)

What is it?  Where did it come from?

Māori data issues

Use of the IDI

Who is using it and how?

Privacy and risk mitigation

Privacy protocols

Managing threats to privacy
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Integrated Data 
Infrastructure (IDI)
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Structure
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History of NZ
Integrated Data

Integrated Data 

Data collected for one purpose from one agency 

merged at unit level with data collected for another 

purpose from [potentially] another agency

1997 Cabinet Directive

“where datasets are integrated across agencies from 

information collected for unrelated purposes, Statistics 

NZ should be custodian of these datasets in order to 

ensure public confidence in the protection of individual 

records” 
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History of NZ
Integrated Data

SNZ Integration projects prior to IDI

Student Loans and Allowances integrated Dataset

• IRD, MSD (StudyLink), MoE

Linked Employer-Employee Data (LEED)

• IRD, SNZ Business Data Frame

LEED-MSD Benefit Dynamics Data

Employment Outcomes of Tertiary Education Study

• LEED-MoE

LEED-Household Labour Force Survey
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SNZ
Data Integration Policy
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SNZ
Data Integration Policy
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Māori Data 
& Data Integration / IDI

Indigenous Data Sovereignty 

Data is subject to the laws of the nation from which it 

is collected (incl Tribal nations)

2007 UN Declaration on the Rights of Indigenous 

Peoples – Article 15: 

• “Indigenous peoples ... right to the dignity and diversity of 

their cultures, traditions, histories and aspirations … shall be 

appropriately reflected in education and public information”

Maori Data Sovereignty recognizes that Maori 

data should be subject to Maori governance.

Maori Data Sovereignty supports iwi 

sovereignty & the realisation of iwi aspirations.  
9
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Māori Data 
& Data Integration / IDI

Data is a highly valuable strategic asset for Maori 

development

Data on Māori ubiquitous in IDI

Ethnicity (Census; Health); ancestry/iwi (Census, MoE)

In the age of Big-Data, Maori want 

access to data to support decision-making

to be involved when big-data is used to make decisions 

about them

• Partnership model: work with government agencies

• Ownership, Control, Access, Possession (OCAP®)
http://fnigc.ca/
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Use of the IDI
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Structure
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Who is using the IDI?

96 IDI projects listed on StatsNZ website

70 led by government departments

MBIE: 24; Treasury: 12; MinEdu: 9; MSD: 5

20 led by Universities

UOA: 9; AUT: 4; Otago: 3

6 led by other groups

Motu:4

13
http://www.stats.govt.nz/browse_for_stats/snapshots-of-nz/integrated-data-infrastructure/researchers-using-idi.aspx
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Who is using the IDI?
Government

Assessing the impact of KiwiSaver on the saving behaviour and 

retirement outcomes of New Zealanders

How successful is New Zealand in retaining qualifications?

Measuring housing affordability in New Zealand as a Tier One 

statistic

The factors associated with student loan borrowers not being able to 

repay their loans, or to only repay very slowly

The impacts of cancer, chronic disease, and acute health events on 

future employment, earnings, and benefit receipt among the working-

age population

The influence of education on outcomes

The New Zealand rental sector: Who rents what, where, and from 

whom?
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Who is using the IDI?
Universities

A retrospective, quasi-experimental study to evaluate the effect of 

the Family Start home visiting programme on children's health, 

safety, and well-being, their preparedness for school, and maternal 

well-being

BODE3 and HIRP-led VHIN research in the IDI

Childhood poverty: precursors, persistence, prognosis, and policy

Delivering a new measure of neighbourhood disadvantage for New 

Zealand

Impact of the MeNZB™ vaccine on gonorrhoea

Using birth information to predict reaching key early childhood 

development indicators: identifying at risk populations

VIEW-IDI: Vascular risk informatics using epidemiology & the web 

research programme within the IDI
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What  

should I 

study?

http://www.careers.govt.nz/ tools/compare-study-options/

Outcomes of tertiary 
study

http://www.careers.govt.nz/tools/compare-study-options/
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Impact of health 
conditions

Research undertaken by Silvia Dixon, Treasury

What impacts do eight selected health conditions have on 

the employment rates of working adults who experience 

them? 
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Impact of health 
conditions

Research undertaken by Silvia Dixon, Treasury

What impacts do eight selected health conditions have on 

the earnings of working adults who experience them? 



T
h
e 

U
n
iv

er
si

ty
 o

f 
A

u
ck

la
n
d

N
ew

 Z
ea

la
n
d

Childhood poverty
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Better Start National 
Science Challenge
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Privacy
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Privacy protocols
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Privacy protocols

23

Six privacy impact assessments undertaken (to date)
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Access protocols
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Identified privacy risks
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Privacy Risk Mitigation

1. Re-identification

Removal of identifiers, ‘Safe Data’

26
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Privacy Risk Mitigation

1. Re-identification

Bone-fide researchers, ‘Safe People’

27
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Privacy Risk Mitigation

1. Re-identification

Confidentialised Output: ‘Safe Output’

Counts

• Small cell counts suppressed (<6): Can never release 

attribute information about a single individual, or even a small 

number of individuals

• All cells ‘random rounded to base 3’

Other

• Income means to nearest $100 only

• Minimum and maximums not released unless >=6 have those 

values

28



T
h
e 

U
n
iv

er
si

ty
 o

f 
A

u
ck

la
n
d

N
ew

 Z
ea

la
n
d

Privacy Risk Mitigation

1. Re-identification

DataLab Environment: ‘Safe Settings’

• Cannot transfer or email files outside of datalab environment 

(e.g., to another computer, usb drive)

• No printing, photography

• Non-approved people not allowed in datalab environment

Research is for statistical purposes, and is a public 

good research project: ‘Safe projects’

• All projects approved by Government Statistician 

(independent of Government by law)

• Projects encouraged to seek ethical approval

29



T
h
e 

U
n
iv

er
si

ty
 o

f 
A

u
ck

la
n
d

N
ew

 Z
ea

la
n
d

Privacy Risk Mitigation

1. Re-identification

All SNZ safeguards necessary in my view

Re-identification Disasters

Latanya Sweeney and release of anonymised health 

care data in Massachusetts 

Tennis gambling scandal

Care.Data initiative in UK
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2. Unfavourable public perception

Research Report, ‘Public attitudes to data integration’ 

commissioned by SNZ, undertaken by Opus found:

• Most New Zealanders appear to have a relatively positive 

perception of data integration by public sector agencies

• Attitudes to data integration do not appear to be strongly 

associated with particular types of social groups

• Acceptability of data integration appears to be largely 

influenced by the individual’s own personal experiences 

• There also appears to be a more general value-based 

concern around appropriate use

Privacy Risk Mitigation

31
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Privacy Risk Mitigation

3. Maintaining Data security
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Privacy Risk Mitigation

4. Data used for non-approved purposes

E.g., not for a public good research project, but 

instead to identify an individual

Five safes as per 1.

33
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Summary

The IDI is a large, whole population dataset 

made up of constituent data from govt agencies, 

linked at the person level

Use to date has mainly been led by govt 

agencies, but use by academic researcher is 

increasing

Robust systems are in place to protect the 

privacy of individuals and public confidence in 

the initiative

But one screw up could ruin it for everyone….
34
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QUESTIONS?

35
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Re-identification risk 

36

Massachusetts Group Insurance Commission released 

anonymised health data on state employees (1997)

To enable research to improve healthcare

Mass Governor assured public the privacy was protected by 

removal of identifiers

MIT CompSci grad student, Latanya Sweeney

Accessed the health data

Accessed electoral roll ($20) for Cambridge, Mass (where 

Governor lived), incl name, address, ZIP code, birthdate and sex 

of every voter

Six in Cambridge shared Gov’s birthdate; only three were men 

and only one lived in his ZIP code

She mailed all of the Gov’s health records to him…
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Re-identification risk

37http://fivethirtyeight.com/features/why-betting-data-alone-cant-identify-match-fixers-in-tennis/ 16 Jan 2016

http://fivethirtyeight.com/features/why-betting-data-alone-cant-identify-match-fixers-in-tennis/
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Re-identification risk
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Care.Data Initiative (UK, 2014)

Detailed NHS data made available to researchers

Privacy campaigners noted

If details of an individual’s treatment were in the public domain 

(e.g., Ed Milliband’s nose operation), that individual identifiable in 

the dataset, and all treatments within NHS able to be revealed for 

that individual

In the case of IDI, this would be mean all health details, 

tax details, benefit details, justice details, education 

details…

The dangers of n=1…

And the importance of SNZ’s safes…


