Installing and using the FortiClient VPN

The following guidance is for users of both University owned and issued devices and
personal (BYOD) devices. Please navigate to the relevant section(s) to meet your
individual need(s).

Please follow these instructions even if you are a current user of the University VPN
(Cisco).
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SECTION ONE: You use a University of Auckland owned and managed
device
Windows

Install and use FortiClient on your UoA Windows device when connected to the network

1. Whilst connected to the University network, open FortiClient VPN by clicking on the
FortiClient VPN icon on your desktop or the green shield in the task bar. (If you don’t see the
shortcut or the green shield icon then please download it from the Software Centre. Search
for FortiClient.)

FortiClient
VPN

2. Select the REMOTE ACCESS menu option to take you to the login page:

&) FortiClient - The Security Fabric Agent -
File Help

cbar907 0 Ly’

NA FABRIC TELEMETRY
2
stifications

L REMOTE ACCESS

VPN Name UoA

Username cbar907

3. Enter your username (UPI) and password.
4. You’'ll be prompted to use a Two-Factor Authentication token when logging in. If you

haven’t installed an authentication app onto your smartphone, refer to the instructions
(including what to do if you don’t have a smartphone) here.

Top of the Document v3 08/3/22



https://superuoa.custhelp.com/app/answers/detail/a_id/4681
https://www.auckland.ac.nz/en/about-us/about-the-university/identity-and-access-management/two-factor-authentication.html

5. Enter your Two-Factor Authentication token in the Token field and select OK.

= X

cbar907 e “"
. o€

% B
A REMOTE ACCESS
- —
otifcation

ol co ]

6. Once it has authenticated, you will be logged into the VPN and you can access UoA only
resources such as network locations from your machine as you normally would. An orange

lock will appear on the green shield icon in the task bar to indicate you are securely
connected to UoA network.

7. To disconnect from the staff VPN, open the FortiClient VPN by clicking on the FortiClient VPN
icon on your desktop or the green shield in the task bar and selecting the REMOTE ACCESS
menu option. Select ‘Disconnect’. The orange lock will disappear from the green shield in the
task bar to indicate you have disconnected from the UoA network.
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Quick ways to connect & disconnect

1. To connect, right click on the green shield in the task bar and select Connect to “UoA”.
Complete login steps as above.

Open FortiClient Console
About FortiClient

Connect to "UoA"

? Shutdown FortiClient

8:04 AM
5/03/2020

® 7 ) ENG

Open FortiClient Console
About FortiClient

Disconnect "UoA"
Shutdown FortiClient

8:09 AM
5/03/2020

ENG
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Install and use FortiClient on a windows device when you are NOT connected to UoA
Network

Log a ticket via the staff intranet or contact the Staff Service Centre by calling +6499236000, Extn:
86000 or heading to the staff intranet and using the live chat feature.

Staff Service Centre (@)

enter keywords Search Quick Links v

STAFF INTRANET HOME University home » Staff Intranet Home

Find University people

» Covid-19 staff information
» How the University works

» Communications to all staff

Summer School Week 6 | Quarter One Week 5

» Te ao Maori
 Support services Pitopito korero | News » Emergencies

» Campus maps

» Building floor plans

» Digital Services VC's 9 February update
o Human Resorees Join the Aotearoa Bike Challenge 2022

A trail of tails: Whale Tales 2022

» Financial Services

w Property Services Important dates

ey New z and i for 2022 Month
announce
w Teaching and students Jan | Feb Mar | Apr
» Forms May  Jun Jul Aug
Sep Oct  Nov Dec
» Policy Hub 4 Record number of new professors across education 2/2 b

and social work: Covid-19 staff information hub
» Code of Conduct

» Academic year dates
» Academic leadership

» Academic profile Panui | Notices How we are supporting our international students to return to New Zealand

w Faculty and LSRI intranets Student and staff device requests HR tools
Covid-19 cases: affected sites on campus
Booster vaccination pop-up on City Campus
2022 University wall planners

» PeopleSoft HR

» Career Tools

» Operational Learning
Talis course reading lists for Semester One 2022 » SmartRecruiters
Have your say on the Graduate Profile » Si\k‘ Iv?uad .
New Zealand Centre and IIT Delhi Research Collaboration Development Seed Fund " 'E’)"r;';:gaiie::"g::n':
Deadline approaches for Critic and Conscience of Society Award

» ASPIRE Career Centre
Review of the Department of Engineering Science ~ call for submissions » Damstra Safety
Masks on campus » Report HSW incident
Requirements for coming on to campus » Internal Jobs

Tau ga | Events » Mental Health 1f

Collaboration spaf& —
e 5 Y 5 » Wiki Spaces O Live Chat
Te ratonga kaimahi | Staff Service Centre R
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https://uoaprod.service-now.com/sp?id=sc_cat_item&table=sc_cat_item&sys_id=1f8cd599db1ea8102bd110a014961977

Apple Mac
Install and use FortiClient on your UoA Mac OS d

evice

1. While connected to the UoA network, open FortiClient VPN by selecting the VPN shield in
the menu bar and selecting Connect to UoA. To Install the VPN if it is not there, please
download it from the Self Service Application.

o)

'o-u'
-

FAom

L& Connect to UoA

Open FortiClient Console

Alternatively open FortiClient VPN by selecting FortiClient in the Applications folder and
selecting REMOTE ACCESS menu option to open the login screen:

ece [ Applications
< B=o= =& a0 o
Favourites
© Downloads = ==
B Ermnyhery Adobe Adobe Acrobat  Adobe Bridge CC
2017
@ Airbrop
[ Deleted Users e @ gf
[ Desktop App Store Audacity Automatar
#; Applications
B Documents N
1 Music % ‘f .\g,
i Pictures Calculator Calendar Chess
Locations
[E macintosh HD E
o . A 7
|| A 0D e Dictionary EndNote X6 ESET Endpoint
files.auckland.ac.nz N Antivirus
itssdisk.itss.auckland.ac... & Q -
psoftserver.auckland.ac.nz & h
Ao e & Firefox Font Baok FortiClient
@ Network
= ™
@ L
ing ing F

1 of 100 selected, 712.8 GB available

Q

Adobe lllustrator
CC 20156

?

Bomgar
Represe..nd.ac.nz

Cisco

ESET Remote
Adminis...or Agent

> ¥

FortiClientUninsta
lier

o

Home

Adobe lllustrator
cc 2017

o

Books

Contacts

=

EyeTV

&

GarageBand

-8

Image Capture

Adobe Photoshop
cc 207

cB4 Vice 2.1

Dashboard

=

FaceTime

¢

Goagle Chrome

®

iMovie

2.

Connecting to VPN UoA

VPN Authentication
UoA

Username  wmcg016

Password CLXTITYYTTY TS

Cancel Connect
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Enter your Username and password and select Connect.
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https://superuoa.custhelp.com/app/answers/detail/a_id/7379

3. You'll be prompted to use a Two-Factor Authentication token when logging in. If you
haven’t installed an authentication app onto your smartphone, refer to the instructions
(including what to do if you don’t have a smartphone) here.

4. Enter your Two-Factor Authentication token in the Token field and select OK.
Connecting to VPN UoA

VPN Authentication
UoA

Username
Password eessssssssse

Token |

A FortiToken code is required for SSL-VPN login
authentication.

Cancel OK

5. Once the software has authenticated, you will receive a message indicating you are
connected to the VPN. You can access UoA only resources such as network locations from
your machine as you normally would.

FortiClient
VPN UoA is connected

6. To disconnect from the VPN select the VPN shield in the menu bar and select Disconnect
UoA.
I- ADDMDTw
o |

EJ Disconnect UoA

Open FortiClient Console

Rimmnansy N

Alternatively, open FortiClient VPN by selecting FortiClient in the Applications folder,
navigate to the REMOTE ACCESS menu and select Disconnect
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https://www.auckland.ac.nz/en/about-us/about-the-university/identity-and-access-management/two-factor-authentication.html

Installing FortiClient on a University owned Mac when NOT connected to the UoA
Network

1. Open Self Service and select FortiClient.

eoe [#) Applications
< Bl=uw= =% 06 o Q Sea
Favourites Ean C— C— — — -
© Downloads - - - - - -
£} briannyberg Adabe Adobe Acrobat  Adobe Bridge CC  Adobe lllustrator ~ Adobe lilustrator ~ Adobe Photoshap
DC 2017 cc 2015 cc 2017 cc 2017
@) Airbrop R
S Deleted Users Q @ & @ ( ’ ]
= Desitop App Store Audacity Automator Bomgar Books 64 Vice 2.1
A: Applications Represe...nd.ac.nz
[ Documents 2
1 Music @ @ \3’ - ‘ e
i Pictures Caleulator Calendar Chess Cisco Contacts Dashboard
Locations
Macintosh HD “ | @ @ E{ m

[ ForticiientUpdate Dictionary EndNote X6 ESET Endpoint ESET Remote EyeTV FaceTime

files.auckland.ac.nz 2 Antivirus Adminis...or Agent
itssdisk.itss.auckland.ac.... & ‘ ¢ Y i e
psoftserver.auckland.ac.nz & ﬁ -
e, £ Firefox Font Book FortiClient FortiClientUninsta ~ GarageBand Google Chrome
ller

@ Network

ing i F Home Image Capture iMovie

1 of 100 selected, 712.8 GB available - ——

2. Select Install.

3. Once install is complete the FortiClient shield displays in the task bar.
ADO@mMIDFo

VPN !

E3 Disconnect UoA

Open FortiClient Console

Rimnanea P ey

4. Follow the instructions entailed in the step above for use
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https://superuoa.custhelp.com/app/answers/detail/a_id/7379

If this does not work, log a ticket via the staff intranet or contact the Staff Service Centre by calling
+6499236000, Extn: 86000 or head to the staff intranet and using the live chat feature to ask for

assistance(fastest).

-TTa%
Bt e Bk B RAB A SN

enter keywords

Staff Service Centre (@)

Quick Links v

STAFF INTRANET HOME University home » Staff Intranet Home

» Covid-19 staff information
» How the University works
» Communications to all staff
» Te a0 Maori

» Support services

» Digital Services

» Human Resources

» Financial Services

W Property Services

VC's 9 February update

Pitopito korero | News

Join the Aotearoa Bike Challenge 2022
A trail of tails: Whale Tales 2022

 Research Gateway New and
announced

w Teaching and students

» Forms

» Policy Hub 4 Record number of new professors across education 2/2 b

and social work
» Code of Conduct .

» Academic leadership

» Academic profile Panui | Notices
» Faculty and LSRI intranets

How we are supporting our international students to return to New Zealand
Student and staff device requests

Covid-19 cases: affected sites on campus

Booster vaccination pop-up on City Campus

2022 University wall planners

Talis course reading lists for Semester One 2022

Have your say on the Graduate Profile

New Zealand Centre and IIT Delhi Research Collaboration Development Seed Fund
Deadline approaches for Critic and Conscience of Society Award

Review of the Department of Engineering Science ~ call for submissions
Masks on campus

Requirements for coming on to campus

Tau ga | Events » Mental Health 1f

Te ratonga kaimahi | Staff Service Centre
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Covid-19 staff information hub

Summer School Week 6 | Quarter One Week 5

for 2022

Find University people

» Emergencies
» Campus maps
» Building floor plans

Important dates

Month
Jan | Feb Mar  Apr
May | Jun | Jul | Aug
Sep Oct Nov Dec

» Academic year dates

HR tools

» PeopleSoft HR

» Career Tools

» Operational Learning
» SmartRecruiters

» Silk Road

» Position descriptions
» Organisation Charts
» ASPIRE Career Centre
» Damstra Safety

» Report HSW incident.
» Internal Jobs

Collaboration spaf& —
» Wiki Spaces © Live Chat
» Yammer
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https://uoaprod.service-now.com/sp?id=sc_cat_item&table=sc_cat_item&sys_id=1f8cd599db1ea8102bd110a014961977

SECTION TWO: You use your own device (or a device NOT
owned by the University)

Windows

Install the FortiClient on a non-UoA Windows Device

1. Go to the Fortinet Website and download the client here.

FortiClient VPN
The ¥PN-only version of FortiClient offers SSL WPN and IPSecVPN, but does not include any support. Downlaad the best VPN software for multiple
devices.
/
1|
Remote Access L |
Download VPN fc D load VPN for MacOS D load VPN for Linus
¥ S ounioad PN tor cvmlaad VPN for Mac owrioad VPN for Linus
indows
/ IPSEG VPN with MFA
DownLOAD DOWNLOAD rpm
DOWNLOAD
-3
0 W
Download VPN for Android Download VPN for Linux

Dowinload VPN for I0S

DOWNLOAD DOWNLOAD deb
DOWNLOAD

2. Once finished, navigate to your ‘Downloads’ folder on your browser and open the file. It is
called FortiClientVPNOnlinelnstaller_7.0. It will then ask you if you wish to run the file.
Please click ‘yes’ and run the file.

10
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https://www.fortinet.com/support/product-downloads#ems

4 FortiClient VPN Setup — X

Welcome to the FortiClient VPN Setup Wizard

The Setup Wizard will install FortiClient VPN on your computer, Click Next to
continue or Cancel to exit the Setup Wizard.

[ ves, 1 have read and accept the | License Agreement E Cancel

# FortiClient VPN Setup — X

Destination Folder

Click Next to install to the default folder or dick Change to choose another.

Install FortiClient VPN to:

|C:‘Progam Files\Fortinet\FortiClient\

Change...

= o

4 FortiClient VPN Setup - X

Ready to install FortiClient VPN

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

S

11
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#F FortiClient VPN Setup - O be

Completed the FortiClient VPN Setup Wizard

Click the Finish button to exit the Setup Wizard,

12
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3. Open the application by clicking on the icon FortiClient VPN accept the conditions and then
click on Configure VPN which will show up on the following window.

@ FortiClient

x

File Help

Welcome to FortiClient VPN!

This is a free version of FortiClient VPN software with limited feature support.

Please upgrade to the licensed version for advanced features and technical
support.

[T 1acknowledge that this free software does not come with any product

support. | will not contact Fortinet technical support for any issues
experienced while using this free software.

@ FortiClient -- The Security Fabric Agent

File Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

Configure VPN

Settings for VPN. Once entered, please click Save.

13
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@ FortiClient - X
1
File Help

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

VPN SSL-VPN J

Connection Name | UoA VPN |
Description | |
Remote Gateway |https /lconnectvpn.auckland.ac.nz/client | x®

+Add Remote Gateway

D Customize port

] Enable Single Sign On (SS0) for VPN Tunnel

Client Certificate |N0ne v

Authentication o Prompt on login O Save login
D Enable Dual-stack IPv4/IPvé address

Cancel Save

Connection Name, type: UoA VPN
Remote Gateway, type: https://connectvpn.auckland.ac.nz/client

Port, type: 443

4. This will take you the login page. Login with your Username and password. You will be
prompted for Two Factor Authentication.

14
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1@ FortiClient - x
File Help

VPN Name UoAVPN v =
Username mlad146
Password

Save Password D Always Up

@ FortiClient — X
File Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

Enter your two-factar token

VPN Name UoAVPN v
Username milad146

Password =~ sesseses

Token | ‘

15
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5. Once it has authenticated, you will be logged into the VPN.
'@ FortiClient - x
File Help

@ FortiClient VPN
# 500 a

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

N p—— @

VPN Name UoAVPN

|P Address 10.110.179.210
Username mlad146
Duration 00:20:12
Bytes Received 93.25 KB
Bytes Sent 63.91 KB

Disconnect

6. If you want to terminate the connection, click on the Disconnect button and the session will
be closed. To reopen the client, locate in on the Taskbar.

Open FortiClient Console
About FortiClient

Disconnect "UoA VPN"

¥  Shutdown FortiClient
Give Feedback

16
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Apple Mac

Install FortiClient on a non-UoA Mac
1. Download the FortiClient for Mac OS from the link.

(@eo® || FortiClient

(&) FortiClient VPN For Mac OS X

Install

-

Technical Documentation Uninstall

2. Please click install and follow these steps:

L X @ Install FortiClient a ® 0 @ Install FortiClient a
Welcome to the FortiClient Installer Software Licence Agreement
. ) o ‘ English
@ Introduction FortiClient for Mac OS X is a unified security agent for computers Introduction
that integrates antivirus, SSL and IPsec VPN remote access, web @ Licence Fortinet Product License Agreement / EULA and Warranty Terms
filtering, application firewall and vulnerability scan into a single Trademarks and Copyright Statement
software package. FortiClient for Mac OS X has a user-friendly Fortinei®, FortiGale®. and FortiGuard® are registerad trademarks of Fortinet, Inc.,
interface that allows for quickly setting up protection for your and other Fartinet names herein may also be trademarks, registerad or otharwise, of
Fortinet. All ather product or company names may be trademarks of their i
‘computer. owners. C 7 Fortinet, Inc., All Rig Contents and

subject to changs by Fortinet without prior notice. No part of this publication may be.
reproducad in any form or by any means or used to maka any derivative such as
translation, or adaptation i Fortinet, Inc., as
stipulated by tha Unitad States Copyright Act of 1976.

Product License Agreement

The parties o this sgrsement are you, the end customer, and sither (1) where you
have purchasad your Product within the Americas, Foriinet, Inc.. ar (i) where you
have d y outsids of the A , Fortinet Si Private
Limited (each refarred to herein as "Fortinet”) CAREFULLY READ THE
FOLLOWING LEGAL AGREEMENT (THE OR THIS "AGREEMENT" OR "EULA").

. USE OF FORTINET PRODUCT(S) AND ANY UPDATES THERETO, INCLUDING
- HARDWARE APPLIANCE PRODUCTS, SOFTWARE AND FIRMWARE INCLUDED
THEREIN BY FORTINET, AND STAND-ALONE SOFTWARE PRODUCTS SOLD BY

FORTINET (TOGETHER, THE '} CONSTITUTES BY

_ _ _ YOU OF THE PROVISIONS IN THIS AGREEMENT. FORTINET SHALL NOT BE

BOUND BY ANY ADDITIONAL AND/OR CONFLICTING PROVISIONS IN ANY

. . (ORDER, RELEASE, ACCEPTANCE OR OTHER WRITTEN CORRESPONDENCE

- - OR OTHER WRITTEN OR VERBAL COMMUNICATION UNLESS EXPRESSLY

17
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https://cdn.auckland.ac.nz/assets/auckland/students/academic-information/postgraduate-students/Postgraduate%20support%20and%20services/vpn/FortiClientVPNSetup_6.2.6.737_macosx.dmg

000 & Install FortiClient ] 00 @ Install FortiClient a

To continue installing the software you must agree to the terms of the | Select a Destination
software licence agreement. | F
@ Intl glick Agree to continue o click Disagree to cancel the installation and quit | |« Introduction How do you want to install this software?
o Lic thelnstaller. | . | . Licence
| | e Destination Select
4 " 3 | ) Install for all users of this computer
1 . - I nstallation Type
. ReadLlicence | | agree | Agree | & 4 o !
n§ | nstallatior
Summary b e U = Summar
stipulated by the United States Copyright Act of 1976.
Product License Agreement
The partis to this agreement ars you, the and customer, and sither () whera you
have pu ¥ . Fortinet, Inc.. o (i} where you
have purchased your Product outside of the Americas, Fortinet Singapore Private
Limited (ach referred to hersin s "Fortinet”) CAREFULLY READ THE
FOLLOWING LEGAL IT (THE OR THIS 4T" OR "EULA"). ) X .
USE OF FORTINET PRODUCT(S) AND ANY UPDATES THERETO, INCLUDING i Installing this software requires 81.1 MB of space.
- . . HARDWARE APPLIANCE PRODUCTS, SOFTWARE AND FIRMWARE INCLUDED : -
THEREIN BY FORTINET, AND STAND-ALONE SOFTWARE PRODUCTS SOLD BY g . You have chosen to install this software for all users of

FORTINET (TOGETHER, THE "PRODUCTS") CONSTITUTES ACCEPTANCE BY
YOU OF THE PROVISIONS IN THIS AGREEMENT. FORTINET SHALL NOT BE
BOUND BY ANY ADDITIONAL AND/GR CONFLICTING PROVISIONS IN ANY
. ORDER, RELEASE, ACCEPTANCE OR OTHER WRITTEN CORRESPONDENCE
OR OTHER WRITTEN OR VERBAL GOMMUNICATION UNLESS EXPRESSLY

- this computer.

o@0 @ Install FortiClient a 280 @ Install FortiClient a
Standard Install on “Macintosh HD" Installing FortiClient
- Introduction This will take 81.1 MB of space on your computer. - Introduction
» Licence Click Install to perform a standard installation of this software © Licence
. Destination Select for all users of this computer. All users of this computer will be « Destination Select
able to use this seftware. Installation Type N & o
@ Installation Type . YP Moving items into place...

Installation

nstallatior

[Gossck || instal |

000 @ Install FortiClient a

The installation was

Introduction
Licence
Destination Select
Installation Type
Installation

The installation was successful.
The software was installed.

e & & & & 9

Summary

18
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3. Please open the Client in Applications folder.

eoce
<

[#) Applications
il a

Q

Favourites
© pownloads
12} briannyberg
@ Airbrop
B3 Deleted Users
[ Desktop
A Applications
B Documents
7 Music
i Pictures
Locations
Macintosh HD
O Forticlientupdate

files.auckland.ac.nz
itssdisk.itss.auckland.ac....
psoftserver.auckland.ac.nz

softwareserver.uoa.auckl...

@ Network

Adobe Adobe Acrobat  Adobe Bridge CC
2017
App Store Audacity Automator
Calculator Calendar Chess
] m @
8 Dictionary EndNote X6 ESET Endpoint
2 Antivirus
- Firefox Font Book

&
Y 2
& gﬁ

©

1 of 100 selected, 712.8 GB available

Adobe lllustrator
CC 2015

o

Bomgar
Represe...nd.ac.nz

Cisco

€

ESET Remote
Adminis...or Agent

3

FortiClientuninsta
ller

1%

Home

Adobe lllustrator
CcC 2017

o

Books

Contacts

=

EyeTV

&

GarageBand

Image Capture

‘Adobe Photoshaop
CC 2017

c64 Vice 2.1

Dashboard

(o

FaceTime

¢

Google Chrome

®

iMovie

4. Click Acknowledge and Configure the VPN

00
@ FortiClient VPN

FortiClient -- The Security Fabric Agent

(] 1 acknowledge that this free software that does not come with any product

support. | will not contact Fortinet technical support for any issues experienced
while using this free software.

5. Settings for the VPN

LK ]
@ FortiClient VPN

FortiClient - The Security Fabric Agent

# 0 0 0
recaive
Edit VPN Connection
2 ——
Connection Name Conmect VPN
Description
[ Al
[ i )=
+Add Remote Gateway
[] customizeport aas
Client Certificate Mone 5

Authentication

Usemame

) prompteniogin @ Save login

bnyaoa

FortiClient -- The Security Fabric Agent

@ FortiClient VPN

Upgr

A & 0 6 a

a Connection Name, type: UoA

Remote Gateway, type:

https://connectvpn.auckland.ac.nz/client

Port, type: 443

[] Do not Warn Invalid Server Certificate

Cancel Save

Top of the Document
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Click on Save button
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6. This will take you the login page. Login with your Username and password. You will be
prompted for Two Factor Authentication.

LXK ) FortiClient - The Security Fabric Agent

@ FortiClient VPN
a5 00 a

par i additional features and ippor VPN Authentication
Connect VPN

( Password  ***eesssse
4
D__, Token CLCTLL I LTI

VPN Name Connect VPN P =

Username bi0995|

Password

Connecting to VPN Connect VPN

Username

Cancel

7. Once it has authenticated, you will be logged into the VPN

FortiClient -- The Security Fabric Agent

[ XN ]
@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

i
Q-otctootctob {a
-_—

VPN Name Connect VPN
|P Address 10.110.160.1
Username bnyb001

Duration 00:00:30
Bytes Received 62.92 KB
Bytes Sent 38.28 KB

Disconnect

8. If you want to terminate the connection, click on the Disconnect button and the session will
be closed.

20
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SECTION THREE: Mobile and Tablets

How to install FortiClient on an Apple iPhone or iPad

1. Open your app store from your homepage.

2. Go tothe search page.

10297 -

Search ®

Trending

1second everyday

beam

21
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3. Search for FortClient VPN.

10:30 7

Q Forticlient vpri

L forticlient vpn

a s d f g h

H$ z x ¢ v b nm @&

search

2= @ space

@

-l T -

@ Cancel

ok

9

4. Click on the first option for the FortiClient VPN.

10:30

4 forticient vpn

LunaVPN - Fast & Unlimite...
‘ Bl et vPn (o unbiock sp GET

-l T -

@ cancel

open
GET
fo—
& Q
-

5. Download and install FortClient VPN from 10S app store.

Top of the Document
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9:399 ol T -

{ Search
FortiClient VPN
@ Fortinet
o
WYV 4+
Mot Encugh Ratings Age
What's New Version History
Version 6.2.4 1mo ago
Updated Age Rating
Preview
e e (o
VPN About
LPGRADE TD THE FULL VERSIGN 10 ACCESS O oocumentation
SOOMOAL TEATURLS A3 RECENT TICHNCAL
SUPPORT Help
Connactions select connection > (0 erms and concitiof
VPN
stats

6. Open VPN on your phone.
7. Click “I accept” for the privacy policy highlights.

“FortiClientVPN" Would Like
to Add VPN Configurations
All netwark activity on this iPhone may

be filtered or monitered when using
VPN

Allow Don’t Allow

8. Click “l accept” for the acknowledgment.
9. Click “Allow” for add VPN Configuration.

Top of the Document

23

v3 08/3/22




10. Enter your iPhone password for adding VPN into your phone.

11. Select connection.

9:45 ol T -

VPN

Connections
VPN

Status

12. Add configuration.

© Add Configuration...

© Scan FortiGuard Cloud QR Code
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13. Enter the following details:

Host, type: https://connectvpn.auckland.ac.nz/client

a. Name: UoA
b.
c. Port:443
d. User: YourUPI
9:47 il T -
Cancel Add/Edit VPN Save
Name Connect VPN
Host connectvpn.auckland.ac.nz/client

Port

User

SERVER GERTIFICATE

Hide invalid certificate warning

CLIENT CERTIFICATE

Use Certificate

443

14. Click the save button.

15. Go back to the front page, move the slide bar and turn on the VPN.

16. Enter your username and password.
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17. Enter your 2 factor authentication token.

18. You are now connected.
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How to install FortiClient on an Android phone or tablet?

To access certain University resources, you may need to use a VPN to tunnel through to the
University, when you are off-campus, or otherwise not connected to the University network. The
required VPN is FortiClient VPN. To install it on your Android phone, in order to access these
resources, perform the following steps:

1. The FortiClient App needs to be installed on your phone to set up VPN access. There are
multiple ways of doing this:
a. Option 1: Installing from your local PC
i If you are currently logged in to your Google account on this computer, then
open the following link:
https://play.google.com/store/apps/details?id=com.fortinet.forticlient vpn
ii. Press Install.

@ o8 S—— v e . B -9 WY =

B Google Play B =@

FortiClien &

iii. Select the phone you wish to install the VPN client on from the dropdown, if
it is not already selected, then click Continue. The FortiClient app will be
installed on your phone shortly.

b Fonien
@ a p— - : . g ~9n CEIE

@ FortiClient VPN

New in Android 6.0

b. Option 2: Installing from your phone
i.  Onyour phone, open the Google Play Store

Play Store
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https://play.google.com/store/apps/details?id=com.fortinet.forticlient_vpn

ii.  Tap the search bar at the top of the screen, then type in forticlient vpn

© (1 46+ g g3
o

r apps & game L?/

For you Top charts New Premium

Top-rated games ->

iy Plague Inc.
@ Simulation « Life
F 43 %

Create a pandemic An arcade archery|

Archero
Action =+ C
44%

Suggested for you
P,
Rebel Inc. Hunter Assassin Dre
45% 42% 38
oo
[ 88 B
Games Apps Movies & TV Books
B = R © © 44 83% § 940
& forticlient vpn X

forticlient vpn

forticlient vpn fortinet

forticlient vpn app

forticlient vpn 6.2

forticlient vpn for android

a s df gh

& z x ¢ vbnm
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iii. Press Install on the first result. The app will install in the background.

=N..] Q@ © 46y 83% @ 942
& forticlient vpn Q U
@ FortiClient VPN Install
Fortinet
23% 500K+ €
8K reviews Downloads Everyone ®

Toronto Offce

@ veven

FartiClient VPN App allows you to create a secure VPN connection
to the Firewall

You might also like >
l
FortiToken Mobile  FortiClient 6.0 Microsoft Office: Me
3.9% {Legacy) Word, Excel, Power...  the
43 % Adw 46

iv.  The app will download, and once the install button will have changed to an
open button, it will be ready.
2. Once the app has finished installing, open the app drawer on your phone, then open the
FortiClient VPN app.

@

FortiClient V..

3. Press OK on the dialog box that appears, welcoming you to FortiClient VPN

Welcome to FortiClient VPN

This is a free version of FortiClient
software with limited feature support.
Please upgrade to the licensed version for
advanced features and technical support.
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4. Press OK on the dialog box that warns you about the permissions the VPN is going to ask for

FortiClient VPN

Please grant permissions for FortiClient
VPN to:

- Access Storage for Importing
Configuration files

5. Press Allowon the dialog box that asks for permission to access your local files.

. Allow FortiClient VPN to
access photos, media and
files on your device?

DENY ALLOW

6. The FortiClient app will then open, and prompt you to add a VPN. Enter a meaningful name
for the VPN, such as UoA in 1, then select SSL VPN for 2, then click Create

© O w4 1% @ 958

() FortiClient VPN

Add VPN
1
; SSL PN_ 2
IPsec VPN

‘

12 3 45 6 7 8 90

QWERTYU Il OFP
2 ES1 10N NEN RE LG RN kS pIS

4 ZXCVBNMQUE

7123 English 5 v
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7. The app will then offer to let you fill out more details. Change the Server Address to
connectvpn.auckland.ac.nz/client

8. Make sure that the Port is set to 443

9. Set the Username to your university username/UPI, e.g. jblo123

B A Q0w 4 1% W 59
(®) Forticiient vPN =

SSL VPN SETTINGS

Server
connectvpn.auckland.ac.nz/client

Port 8
443

Username 9
cmag704

Certificate

X.509 certificate in PKCS12 format

Check server certificate
Disabled

CA server certificate

X.509 CA server certificate in .cer file
DELETE VPN

Delete this VPN tunnel profile

I nea all thaca cattinne and ramaua it fram tha liot nf

10. Press the back button on your phone to save your changes
11. Press the Connect button

BER QO W4 78 @ 1100
(@) Forticlient VPN =
Q f'i
Connect VPN

{:} Settings
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12. Enter your password when prompted, then tap Login

Login
Connect VPN

prod013
Password

CANCEL LOGIN

|
13. Enter your two-factor authentication token, if prompted, then tap OK

Enter Totlen Code

CANCEL OK

14. If your screen looks something like the following, then you have successfully connected to
the University VPN.

© O or ¥ 4 80% N 10:00

(&) Forticlient VPN

@ ssLvPN ?
L &

Connect VPN

Last Session: 0:01
Remote: 130.216.95.113
Local: 10.110.160.1

{:} Settings

Disconnect

15. To Disconnect, open the app and click on disconnect to end the VPN session.
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